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Purpose

This policy outlines the principles and conditions under which Closed Circuit Television (CCTV) systems may be
installed and operated by Northern Grampians Shire Council (council) and the protection of personal
information collected from video surveillance.

The policy is supported by the council’s Closed Circuit Television (CCTV) Procedure which documents system
technical details, testing, maintenance and periodic internal auditing of system use, staff training and
education. The procedure documents the operations of the CCTV systems but is not limited to, the method of
collection of CCTV data, security access controls and the use and disclosure standards to be observed.

Background

Council has installed a number of corporate reactive CCTV systems in its buildings to survey public
administration areas and external perimeters where required for public safety and the occupational health and
safety of council employees.

Policy is required to ensure that the use of surveillance systems by council is lawful, transparent, and
accountable, and that it aligns with community expectations and privacy obligations.

Council does not operate public surveillance systems but supports community safety by deterring antisocial
behaviour and fostering a sense of safety in public spaces through thoughtful urban design and service
delivery. This includes lighting, well-planned urban layouts, natural surveillance through open sightlines and
active spaces, community activation to encourage the presence of others, and appropriate security measures.
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Policy

This Policy applies to all Council operated CCTV systems installed on Council-owned or managed property. It
does not apply to privately operated systems or Victoria Police surveillance.

All CCTV cameras operated by council are installed solely to support Council’s operational interests. Their use is
limited to:

Deterring and reducing unwanted behaviour that directly threatens Council staff, facilities and assets.
Gathering evidentiary material to support police investigations and prosecutions related to incidents
affecting Council operations.

Council will only consider the installation and use of CCTV systems where there is a direct and demonstrable
risk to Council personnel or property.

CCTV is not used for general public surveillance or to influence perceptions of safety in public areas.

Council's CCTV systems will be operated and managed in accordance with the following principles’:

e Surveillance use must always be necessary, proportionate and for a legitimate purpose related to the
activities of the council.
Individuals are entitled to a reasonable expectation of privacy in public places.
Surveillance operators must assess the impact of the proposed surveillance before it is undertaken.
Surveillance use must be consistent with applicable laws and standards including privacy and data
security, human rights and management of public records.
Surveillance operators should undergo privacy training prior to use.
Surveillance operators must take reasonable steps to inform individuals of the use of surveillance
devices.
The right of individuals to access their personal information should be respected.
Reasonable steps should be taken to secure equipment and protect information gathered through
surveillance activities.

e Disclosure of information gathered through surveillance activities should only occur where necessary
for the stated purpose, or for a law enforcement purpose.
Information gathered through surveillance activities should be deleted once it is no longer required.
Effective review and audit mechanisms should be in place to ensure legal requirements and policies are
complied with, and that the program is meeting its intended objectives.

Implementation
Any decision by council to implement a new CCTV system will be based on the following considerations®:

e Confirmation that proposed surveillance is for a legitimate council objective or function and consistent
with applicable laws
Clarity about the intended purpose of surveillance
Alternatives to surveillance
Consultation with affected communities and other stakeholders including residents, traders and
business owners

e Consultation with Victoria Police where the purpose of the system is to manage high crime locations
and maintain public order or safety in public areas

e Consultation with other authoritative stakeholders and regulators such as the Office of the Victorian

Information Commissioner and the Public Record Office Victoria (PROV)

' OVIC Guidelines to surveillance and privacy in the Victorian public sector
2 VAGO Security and Privacy of Surveillance Technologies in Public Places
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e Impacts on privacy and whether proposed surveillance is a proportionate response to the issue or risk
to be addressed

e How the surveillance information and data will be kept secure and protected from inappropriate use or
disclosure
Costs and benefits and how council will assess the effectiveness of their surveillance activities
Conduct a risk assessment to identify and mitigate privacy and security risks that could arise, up front

Complaint handling

Any complaints about the use of council surveillance technologies will be considered under council’s
Complaints Handling Policy. Information on how to make a complaint can be found on council’s website or by
contacting council offices in Stawell and St Arnaud on 5358 8700.

Council Plan Objective/Strategy
Council Plan 2025-29 — Infrastructure, Finance and Corporate Services (Do it well)

Legislation and Standards

Privacy and Data Protection Act 2014

Charter of Human Rights & Responsibilities Act 2006
Public Records Act 1973

Surveillance Devices Act 1999

Freedom of Information Act 1982

Complaints Resolution Policy

Responsibilities

The Director Infrastructure and Amenity is responsible for the management and oversight of the CCTV
surveillance program and regular reporting to the Risk Management Committee on key aspects of surveillance
activities.

Council staff who use CCTV systems are required to act responsibly, consider the reasonable expectations of
the privacy of individuals and comply with the requirements of this policy.

The Business Transformation Unit is responsible for the maintenance of the CCTV cameras and surveillance
systems, periodic internal audits of system activity and testing physical security and access controls. Day to day
management of separate surveillance systems is devolved to local staff.

The Manager Governance is responsible for processing requests to use or review recorded information,
compliance monitoring and complaints about inappropriate use and privacy breaches.

The Manager Governance is the appropriate contact within the council should staff or members of the public
have questions about privacy-related matters, how council handles the personal information we gather
through CCTV and how people can access, modify or delete their personal information. The Manager can be
contacted on 5358 8700.

Stakeholders

Designated facility users (i.e. licenced users) are interested stakeholders affected by the CCTV Policy and must
be consulted prior to implementation of any CCTV system. The Director Infrastructure and Amenity, Manager
Governance, together with the Manager Business Transformation and Business Transformation team, are
responsible for the implementation of the policy and must be consulted during development or revision of the
policy and its associated procedures.
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http://www.legislation.vic.gov.au/domino/Web_Notes/LDMS/LTObject_Store/ltobjst10.nsf/DDE300B846EED9C7CA257616000A3571/EF1C5C822B6BBA43CA2584780019898D/$FILE/14-60aa022%20authorised.pdf
http://www.legislation.vic.gov.au/Domino/Web_Notes/LDMS/LTObject_Store/LTObjSt8.nsf/DDE300B846EED9C7CA257616000A3571/87318807B8E7A33ACA257D0700052646/$FILE/06-43aa013%20authorised.pdf
http://www.legislation.vic.gov.au/Domino/Web_Notes/LDMS/LTObject_Store/LTObjSt9.nsf/DDE300B846EED9C7CA257616000A3571/B82A1B22720E6634CA257D72001B9C1B/$FILE/73-8418aa041%20authorised.pdf
http://www.legislation.vic.gov.au/domino/Web_Notes/LDMS/LTObject_Store/ltobjst10.nsf/DDE300B846EED9C7CA257616000A3571/9898514242EF7E97CA25844800073238/$FILE/99-21aa040%20authorised.pdf
http://www.legislation.vic.gov.au/domino/Web_Notes/LDMS/LTObject_Store/ltobjst10.nsf/DDE300B846EED9C7CA257616000A3571/3413758C98D173FDCA2583B60072374B/$FILE/82-9859aa103%20authorised.pdf
https://northerngrampiansshire.sharepoint.com/sites/NorthernGrampiansShireCouncil/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FNorthernGrampiansShireCouncil%2FShared%20Documents%2FGovernanceMatters%2FPolicies%2F1%2E%20Policies%20%2D%20Archived%2FComplaints%20Resolution%20Policy%20%28Official%20Version%29%2Epdf&parent=%2Fsites%2FNorthernGrampiansShireCouncil%2FShared%20Documents%2FGovernanceMatters%2FPolicies%2F1%2E%20Policies%20%2D%20Archived
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Review

Assessment of the policy will be undertaken every four years to align with the council term to ensure it remains
current with the council’s goals, processes, aims and requirements and as a means by which to reduce council’s
exposure to risk. Triggers for an earlier assessment include legislative changes and the introduction of new
systems or procedures.

Communication and implementation

The Manager Governance is responsible for communicating the policy to staff through Teams announcements,
staff induction and training opportunities. The policy will be made easily available to the community via
council’s website and signage making people aware of surveillance devices will be erected at CCTV sites.

References

Guide to Developing CCTV for public safety in Victoria

OVIC Guidelines to surveillance and privacy in the Victorian public sector, 2017

Victorian Equal Opportunity and Human Rights Commission website Resources for local government

Privacy and Data Protection compliance

The operation of any CCTV system will be in accordance with legislative requirements and applicable privacy
and data protection laws and operated with due regard to the privacy rights of members of the public and
employees.

This policy ensures data security through:
e Security controls on the information and communication technology (ICT) used in the devices and
equipment
Limiting access to surveillance footage and records
Taking steps to detect and deter security breaches
Training and education

Charter of Human Rights compliance

The development of this policy has considered the human right of Dignity - Protection of privacy and
reputation to ensure compatibility with the Charter of Human Rights & Responsibilities Act 2006 as it involves
surveillance of persons via closed-circuit television. It is considered that the policy has a positive impact on
Dignity.

Any CCTV program will be subject to a human rights impact assessment to ensure that it does not breach the
Charter of Human Rights & Responsibilities Act 2006.

Gender Equality Act 2020

There are no gender equality implications identified in this policy. Councils must consider where relevant
gender equality principles, workplace gender equality of rights, opportunities, responsibilities and outcomes
and the promotion of gender equality in the policies, programs and services it delivers.

Definitions

CCTV use pro-active CCTV: footage is monitored live, for example by the police or a security
unit. This footage may or may not be recorded.
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https://www.crimeprevention.vic.gov.au/sites/default/files/embridge_cache/emshare/original/public/2018/06/dc/c10ee6481/Guide%20to%20developing%20CCTV%20-%20June%202018.pdf
https://ovic.vic.gov.au/wp-content/uploads/2018/07/Guidelines-to-surveillance-and-privacy-in-the-Victorian-public-sector.pdf
https://www.humanrights.vic.gov.au/for-public-sector/
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Corporate CCTV
Public safety CCTV

Personal information

Surveillance

Review history

re-active CCTV: involves recording and storing the footage captured by the camera
for viewing at a later date, if required. Re-active CCTV is the most common form used,
as it is less resource-intensive and the footage can be re-watched multiple times.

a council owned or managed closed-circuit television system operating in public
places and council facilities

a council owned closed-circuit television system operating in a public place and
hosted by Victoria Police

includes information that is recorded in any form about an individual whose identity
is transparent, or can be reasonably ascertained from the information and includes
any still or moving images of an individual, written information or a voice recording
the deliberate or purposive observation or monitoring of a person, object or place.

Date \ Review details Action
January 2020 New policy developed

27/02/2020 SLT informed

16/06/2020 ELT for approval Approved
23/12/2025 Policy Review; ELT for approval Approved
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